
CASE STUDY

CLOUD SOLUTIONS, MANAGED SERVICES AND IT INFRASTRUCTURE INTEGRATION

ANTICIPATE NEW IT CHALLENGES 

SECURE CONTINUOUSLY SEVERAL THOUSAND MACHINES 

Being both an integrator and provider of Cloud services, Hardis Group helps companies to operate IT and 

application infrastructures whatever their strategic orientations in terms of IT production: private cloud, 

outsourced, or public cloud, and most often hybrid, an effective combination of all the solutions. 

Hardis Group has built and has enforced a comprehensive security policy on its infrastructure in order to offer 
the best service internally and to customers. So, the IT team must be able to verify that several thousand 

machines and networks are not vulnerable to cyber attacks. 
Most part of its assets are virtualized in order to better manage IT resources. 
However, with the flexibility of virtualization, there is a high risk of shadow IT with deployed and stopped virtual 
machines. 
Indeed when we are talking about an elastic infrastructure with thousand of virtual machines, it is a challenge 

to check all updates, vulnerabilities and misconfigurations. 

A real-time vulnerability detection solution has been required for doing 

continuous assessments of the Hardis Group infrastructure. The choice was 
made of Elastic Detector, a 100% French solution proposed by SecludIT, for 
several reasons: 

The ability to automatically 

discover all assets of a network. 

Time saving is appreciated by 

the IT team and allows to add 

stopped servers to the 

continuous tests. 

The relevance of the results. The 

reports of the solution make it 
possible to understand the 

company cyber risk exposure and 

to accordingly prioritize very 

quickly. 

“The product is smart and 

intuitive. The automation 

features have been decisive for 
our teams” adds Jérôme 

Mollaret, cybersecurity 

expert at Hardis Group. 
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KNOW YOUR CYBER RISK LEVEL IN REAL TIME 

Tens of thousands daily tests are performed on 

servers thanks to a list of more than 70,000 

known vulnerabilities. 

Furthermore, all configurations are analyzed 

according to the best security practices of the 

ANSSI hygiene guide. 

Thus, the IT team benefit from comprehensive 

reports and remediation solutions. The team can 

remediate straightaway critical vulnerabilities and 

thus reduce cyber attack exposure.

Finally, large-scale automation of  makes it 
possible to monitor several thousand servers and 

networks easily and cost effectively. 

CONCLUSION 

Latest cyber attacks (WannaCry / NotPetya) highlighted the necessity for an up-to-date IT infrastructure. 

Companies with a large infrastructure like Hardis Group can not afford to manually analyze all of its servers. 
Continuous monitoring of all assets was therefore necessary to reduce cyber risk. The deployment of Elastic 

Detector made possible the reinforcement of the Hardis Group and its customers. 

SOLUTION HIGHLIGHTS FROM JÉRÔME MOLLARET 

ABOUT SECLUDIT 

ABOUT HARDIS GROUP 

Continuous monitoring of thousand of servers
Connectors : VMware / AWS / Azure ...

Cloning: to perform in-depth analysis  
Support: team is reactive and available 

Reports: easy, comprehensive and understandable 

Since 1984, Hardis Group - which initially took its name from the initial letter of departments in the Rhône-Alpes 
region (Haute-Savoie, Ain, Rhône, Drôme, Isère and Savoie) - has been operating as a consultancy company, an 

information technology service provider and a software publisher. Hardis Group assists its customers in the 

transformation of their business model, digital value chain and logistics operations. 

SecludIT is a software company, founded by seasoned experts in network infrastructure security and virtualization. 

Started in 2011 to answer security and vulnerabilities in IT infrastructures, the enterprise has become an industry 

recognized player, building partnerships with companies such as Microsoft, Amazon Web Services, VMware, HP, 

Hadoop and Docker. 

https://www.facebook.com/secludit/
https://www.linkedin.com/company-beta/825596/
https://twitter.com/SecludIT
https://www.youtube.com/channel/UCEBBrN9p-PMo3xS_2cR98EQ

